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Introduction 

This document is intended for technical professionals whom want to learn about the Enterprise 

SONiC Distribution by Dell Technologies network operating system. 

Note: The virtual lab environment is using the virtual Enterprise SONiC switch using version 4.1 

operating system. As a virtual lab, it simulates physical hardware, therefore the performance 

may be slower than labs that have a physical infrastructure. Some elements of the lab may take 

longer to complete than would normally be the case in a physical environment.  

Software for Open Networking in the Cloud (SONiC) 

SONiC is an open-source network operating system based on Debian Linux that runs on switches 
from multiple vendors. SONiC offers a full feature set that has been in use in the data centers of 
some of the largest cloud service providers. Since it is open-source, SONiC helps users leverage the 
collective strength and take advantage of the vast ecosystem and community. 

Enterprise SONiC Distribution by Dell Technologies 

Enterprise SONiC Distribution by Dell Technologies (also known as Enterprise SONiC) is an 
enhancement of the SONiC community version. Enterprise SONiC is based on the open-source 
SONiC operating system, which includes feature enhancements, hardening, and support targeted for 
the demanding data center leaf and spine fabrics while maintaining the open-source spirit.  

Enterprise SONiC provides the benefits of our partnering with the SONiC community on a highly 
scalable open-source network operating system (NOS). SONiC is based on a modern containerized 
architecture that accelerates software innovation and evolution. The customers will also benefit 
from Dell Technologies enhancements, including hardening and validation of enterprise-ready data 
center use cases and support on select Dell EMC’s PowerSwitch family of industry-leading open 
networking switches. 

The Enterprise SONiC operating system supports the following system models: 

• Dell EMC PowerSwitch N3248TE -ON 
• Dell EMC PowerSwitch S5224F-ON 
• Dell EMC PowerSwitch S5232F-ON 
• Dell EMC PowerSwitch S5248F-ON 
• Dell EMC PowerSwitch S5296F-ON 
• Dell EMC PowerSwitch Z9264F-ON 
• Dell EMC PowerSwitch Z9332F-ON 
• Dell EMC PowerSwitch Z9100-ON 
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Dell Technologies has released a virtual appliance version of the Enterprise SONiC network operating 
system for the Dell EMC PowerSwitch S5248F-ON. Customers and other interested people can use 
this virtual switch to simulate and experiment with various network topologies. It enables the 
provisioning of a robust and proven network operating system across production and development 
platforms with a uniform Enterprise SONiC distribution and single-image consistency. The Enterprise 
vSONiC appliance is used to test various network configurations and integration in a simulated 
environment. 
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Lab Overview 
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Lab guidance 

Architecture 

 Introduction to the Dell Enterprise SONiC  operating system (30 minutes): Basic - This module: 

• Introduces the Dell Enterprise SONiC operating system 
• How to configure the interfaces and IP addresses. 
• How to upgrade the switch's operating system 
• How to configure the switch's name 

Dell Enterprise SONiC Distribution operating system - Getting Started 

The Enterprise SONiC Distribution by Dell Technologies operating system enables dis-aggregation of 
the operating system from the underlying hardware.  You will gain firsthand experience with the 
configuration of VLANs, assignment of IP addresses, and  the basic Enterprise SONiC operating 
system commands using the Management Framework command-line interface (MF-CLI). 

Network Diagram 

Lab Details 

Switch 
Hostname 

Use IP Address Gateway Credentials 
Shutdown 
Procedure 

Switch1 Leaf 192.168.1.11/24 N/A admin/admin sudo 
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Switch 
Hostname 

Use IP Address Gateway Credentials 
Shutdown 
Procedure 

shutdown 

Switch2 Leaf 192.168.1.12/24 N/A admin/admin 
sudo 
shutdown 

Host1-40 Server 
192.168.40.101/
24 

192.168.40.254 admin/admin 
sudo 
poweroff 

Host2-40 Server 
192.168.40.102/
24 

192.168.40.254 admin/admin 
sudo 
poweroff 
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Introduction to Enterprise 
SONiC 
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Introduction to the Enterprise SONiC operating 
system - module overview 

Enterprise SONiC Distribution by Dell Technologies, also known as Enterprise SONiC, is based on the 
open-source SONiC OS, which adds feature enhancements, hardening, and support targeted for the 
demanding data center leaf and spine fabrics while maintaining the open-source spirit.  Enterprise 
SONiC offers a full-suite of network functionality, such as MCLAG, VRRP, PVST, VXLAN and BGP to 
support large data center environments. 

Benefits summary 

Enterprise SONiC offers comparable network capabilities in an open-source environment that uses 
multiple containerized components.  Flawed containers can be restarted independently with almost 
no system downtime. You can add new third-party, proprietary, or open-sourced components to tailor 
Enterprise SONiC to your needs. Community participation accelerates software development and 
continually offers new features. 

This  lab focuses on the configuration of the Enterprise SONiC operating system using the Dell 
Management Framework-CLI. 

In this module, you will complete three lesssons: 

Lesson 1 

• Get a quick introduction to GNS3 

Lesson 2 

• Overview of Enterprise SONiC 
• Configure a new password for "admin" user 
• How to disable Zero Touch Provisioning (ZTP) 
• Basic introduction of "Legacy SONiC" 
• Configure standard interface naming 
• Configure the switch's name 
• Configure the Out-of-Band management interface 
• Configure Role Based Access (RBAC) to the switch 
• Upgrade the switch's operating system 

Lesson 3 

• Configure VLANs 
• Configure interface IP address 
• Configure port channels 
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Lesson 1: Accessing the GNS3 virtual 
environment 

The GNS3 software emulates the Enterprise SONiC operating system that runs on the Dell EMC 
PowerSwitch S5248F-ON. Network engineers use GNS3 to emulate, configure, test, and troubleshoot 
virtual and real networks. GNS3 enables you to run a small topology that consists of only a few 
devices on your laptop, to those that have many devices that are hosted on multiple servers or even 
hosted in the cloud. GNS3 is open-source, free software. 

Open GNS3 application 

To open the GNS3 application, double click the GNS3 icon on the desktop. 

When the Project window opens, select Project library tab, click the Introduction to Enterprise 
SONiC entry  and click OK.  

View the topology 

The topology should come up with all connections green. If not, please END the lab and try again.  
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Note:  Linux servers will be used as Host interfaces. Host1-40 represents Host1 VLAN 40. 

To identify the connected ports between the switches, hover the cursor over the green dot on the 
link. For a list of ports on the switch and the connection details, hover the cursor over the switch 
icon. 

Only the management interface (eth0) and the first nine front end interfaces (Eth1/1 thru Eth1/9) are 
available for use in GNS3. 

Activate Consoles 

To activate the consoles, right-click the device icon and select Console. Consoles can also be 
activated by a double-click on the device icon. 
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This concludes Lesson 1. Please continue to Lesson 2. 
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Lesson 2: Dell Enterprise SONiC Quick Start up 

Switch1 Login 

This lesson provides an overview of the Enterprise SONiC operating system loaded on all of the 
switches. 

Double-click the router icons to open a terminal emulator. To log in to the switches, use the following 
credentials: 

Username: admin 

Password:  YourPaSsWoRd 

Note:  The default SONiC login/password is admin/YourPaSsWoRd. 

Note:  The default SONiC login/password is admin/YourPaSsWoRd. 

Check the image version 

This lab uses the latest Dell Enterprise SONiC code 4.1.0  

Enter the following command in Switch1 to check the version of the code: 

show version 
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Note:  This version is the "Enterprise Base" bundle. There are several Enterprise SONiC bundles: 
Enterprise, Cloud, and Edge. 

Disable Zero Touch Provisioning 

In this course, we will not be using Zero-Touch Provisioning (ZTP). ZTP is enabled by default after 
the initial operating system load. All switches in this lab except Switch1 have ZTP disabled.  

Enter the following command in Switch1 to disable ZTP: 

sudo ztp disable -y 

Note:  It takes a few minutes after disabling ZTP before System is ready. 

The ZTP status can be viewed with the show ztp command. 
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Configure new switch login credentials 

The next step is to change the switch login credentials from the default admin/YourPaSsWoRd to 
admin/admin123. 

Remain logged into the switch console and perform the following steps to change the default switch 
access credentials. 

Note:  When a switch is accessed for the first time, the user will get a prompt to change the default 
access credentials. The switches were accessed previously so you will not see this message. 

The image below shows the steps on a switch that has been accessed for the first time and a new 
admin password is being configured. 

The steps below are NOT to be executed. The steps are being provided to inform. 

To configure the new switch login credentials, issue the passwd command at the switch prompt and 
proceed with new login credentials. The current password is YourPaSsWoRd and the new password 
is admin123.  These credentials will be preconfigured. 
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Linux shell 

The Legacy SONiC CLI uses a prompt with the format username@hostname. The default username 
is admin and the default hostname is sonic. 

The user is greeted with the Linux shell when accessing the Enterprise SONiC networking operating 
system. The list of Linux shell commands available is invoked by typing help. 

Legacy SONiC  CLI 

The Legacy SONiC CLI is built on the implementation of Python Click library. The CLI component 
provides the administrators with a customizable approach to creating command-line tools. 

Note: The Legacy SONIC CLI is only covered to introduce the concept. All exercises will be executed 
in the Management Framework CLI (MF-CLI) later in this lesson.  

Show commands 

The show ? command lists the available show commands. 
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View configuration 

Configurations are saved in JSON format in the /etc/sonic/config_db.json file. To view the running 
configuration in JSON format, type show runningconfiguration all | more. 
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Legacy SONiC configuration commands 

Legacy SONiC CLI configuration commands can be listed by typing sudo config ? 

Note: Root privilege is required to run the configuration commands. Root privilege shell can be 
started by typing sudo -i or by prefixing each command with sudo. 

sudo -i 

To save the configuration in the Legacy SONiC CLI mode, type config save -y.  

config save -y 

This command copies the running configuration to the /etc/sonic/config_db.json file. To view this 
file, type cat /etc/sonic/config_db.json. 

Note:  In this guide we will predominately use the Management Framework CLI commands. MF-CLI 
provides the user with an industry standard look and feel. 

Dell Enterprise SONiC Management-Framework CLI 

The Management Framework CLI (MF-CLI) is being developed to provide an industry standard CLI 
format. Many commands are available in MF-CLI now, and most use cases may be configured in MF-
CLI. However, there are some commands that may need to be performed in the Linux shell.    
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On Switch1, enter the Management Framework CLI by typing sonic-cli. If the sudo shell was entered, 
you must exit before entering MF-CLI. 

sonic-cli 

Note:  The prompt for MF-CLI is hostname followed by #. The remaining lessons will use the 
Management Framework CLI. 

Erase configuration 

To erase the configuration file except for the management interface configuration, type write 
erase and then reboot. 

Interface configuration commands - Native SONiC vs. Dell Standard 

Interface naming supports  SONiC Native mode and Dell Standard mode naming conventions. In 
Native mode, interfaces are named Ethernet0 through Ethernet<n>. In standard mode, the interfaces 
correspond to the switch front panel numbering, Eth 1/1 through Eth 1/n. 

Note:  In this lab, we will be using the Standard naming mode. After changing interface naming 
mode, you must wait for the naming mode change message.  

configure terminal 
interface-naming standard 
end 
write memory 

After the Interface naming mode message,  exit the Management Framework CLI session and re-
enter to activate.  

exit 
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sonic-cli 

Hostname 

Configure the hostname on Switch1 by entering the following commands: 

configure terminal 
hostname Switch1 
end 
write memory 

Note:  After changing hostname, you must  exit and re-enter MF-CLI to activate the newly configured 
hostname.   

exit 
sonic-cli 

Configure the Out-of-Band (OOB) Management interface 

The eth0 interface denotes the out-of-band (OOB) management interface. It is also identified as 
interface Management 0. The management interface is set by default to obtain the IP address using 
DHCP and can be changed to a static value. 

The following sets a static IP and gateway address to the management interface and saves the 
configuration. Enter the following in Switch1. 
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configure terminal 
interface Management 0 
 ip address 192.168.153.32/24 gwaddr 192.168.153.254 
 exit 
 
end 
write memory 
! 

Note:  The OOB interface (eth0) will not be used in this lab. 

Front panel interfaces 

To view the status of the switch interfaces, use the show interfaces status command. 

Note: The GNS3 SONiC appliances that are used in the lab are configured with only 10 active 
interfaces per appliance. The first interface is eth0 which is the OOB management interface. The 
front-panel interfaces available are Eth1/1- Eth1/9. 

Note: The interfaces are administratively shut down by default when the switch is first brought up. 
Use the no shutdown command to administratively bring the interfaces up. GNS3 interface status 
will only reliably show the Admin status. Please ignore the interface Oper status. 

Other show interface command options. 
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On Switch1, startup interface Eth 1/1. 

configure terminal 
interface Eth 1/1 
no shutdown 
exit 
end 
write memory 

Other interface configuration commands are: 

Dynamic Port Breakout 

Dynamic Port Breakout (DPB) allows converting an interface dynamically to different speeds. For 
example, with DPB, a 100G interface may be converted from 1x100G to 4x25G. 
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Unfortunately, we cannot demonstrate DPB with GNS3 as the high speed ports are beyond the 10 
port limit. However, here is an example of the breakout modes supported on a Dell EMC 
PowerSwitch S5232F-ON. 

sonic# show interface breakout modes 
------------------------------------------------------------------------- 
Port  Interface   Supported Modes                           Default Mode 
------------------------------------------------------------------------- 
1/1   Eth1/1      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/2   Eth1/2      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/3   Eth1/3      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/4   Eth1/4      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/5   Eth1/5      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/6   Eth1/6      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/7   Eth1/7      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/8   Eth1/8      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/9   Eth1/9      1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/10  Eth1/10     1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/11  Eth1/11     1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/12  Eth1/12     1x100G, 1x40G, 4x25G, 4x10G               1x100G 
1/13  Eth1/13     1x100G, 1x40G, 4x25G, 4x10G               1x100G 

In order to change a 1x100G interface to a 4x25G interface,  the following command would be used: 

sonic(config)# interface breakout port 1/1 mode 4x25G 

Show version 

The show version command enables you to see the  Enterprise SONiC version in use. 

show version 
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You have completed Lesson 2. Continue to the next lesson. 

Role-based Access Control (RBAC) 

RBAC provides control for access and authorization. Enterprise SONiC supports two predefined 
roles; admin and operator.  

• admin - Provides full access to all commands in the system, exclusive access to commands that 
manipulate the file system, and access to the system shell. A system administrator can create 
user IDs and user roles. 

• operator - Provides access to EXEC mode to view the current configuration with limited access. A 
network operator cannot modify any configuration setting on a switch. Only allowed SSH access 
to MF-CLI; no Linux access. 

configure terminal 
username User1 password Password1 role admin 
username User2 password Password2 role operator 

Managing (Upgrade/downgrade) the Dell PowerSwitch SONiC system 
image 

To install or upgrade the system image:  

• Copy - Use the copy command to copy an image file from a source location to the local file 
system or a network server. 

• Install - Use the image install command to install the image on the switch. The installed image is 
stored as the next-boot image. 

• Verify - Use the image status command to view the image installation status. 
• Reboot - Use the reboot command to activate the new image file. 

Note: All commands are executed at the "enable" mode. 

copy 
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image install 

show image status 

reboot 

Show running-configuration 

To view the current running configuration, type show running-configuration .  
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To view specific running configuration options, type show running-configuration ? 
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Lesson 3: Lab setup configuration 

Overview 

The Enterprise SONiC operating system has all interfaces in Layer 3 mode by default. To configure 
an interface for L2, first assign the VLAN interface, then assign the interfaces to the VLAN ID. 
Optionally, an IP address can be assigned to the VLAN. 

Again, here is the topology. 

Configure Switch1 

Switch1 login 

Right-click on node Switch1. 

Select Console. 

On switch Switch1,  please log in with the following credentials: 

login: admin 

password: admin 

Enter the Management Framework shell. 
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sonic-cli 

Enable all switch interfaces 

Remain logged in and at the switch prompt enter the following commands. 

configure terminal 
interface range ethernet 1/1-1/56 
no shut 

Configure Host1 interface 

Switch1 Eth 1/1 is connected to Host1. Enter the following commands to create Vlan 40  with an IP 
address 192.168.40.253/24.  Eth 1/1 is an untagged member of Vlan 40. 

configure terminal 

interface vlan 40 
ip address 192.168.40.253/24 
exit 

interface Eth 1/1 
description Host1 
switchport access vlan 40 
exit 
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Configure port channel 

Create a port channel.  By default, the port channel is set to LACP.   

Note:  The following options must be selected when creating the port channel.  If changes need to 
be made at a later date, the port channel will need to be deleted and re-entered.  

• fallback             LACP Fallback 
• fast_rate           LACP Fast Rate Interval 
• min-links          Minimum links for port-channel to stay up 
• mode                  Port channel mode (active/on).  Mode on is static LAG. 

Now create the static port channel PortChannel 100  and add as a tagged member of Vlan 40.  Then 
add Eth 1/5 and Eth 1/6 as members.   Then save configuration. 

interface PortChannel 100 mode on 
description Static_LAG_to_Switch2 
switchport trunk allowed vlan add 40 
exit 

interface Eth 1/5 
description PortChannel100_Mem 
channel-group 100 
exit 

interface Eth 1/6 
description PortChannel100_Mem 
channel-group 100 
exit 

end 
write memory 

Note: SONiC port channels will be configured as static in this lab to reduce GNS3 CPU load.  To 
create dynamic (LACP) port channels in a hardware environment, set to mode active. 
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Verify VLAN 

Verify the VLAN configuration with Eth1/1 and PortChannel 100 as tagged members. 

show vlan 

Verify port channel 

Show the operational status  and counters of the port channel with the following commands: 

show portchannel summary 
show interface portchannel 
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Note: GNS3 objects do not show the true operational interface status.  At this point, there are no 
active interfaces on Switch2. 

Configure Switch2 

Note: ZTP is already disabled on Switch2. 

Switch2 login 

Right-click on node Switch2. 

Select Console. 

On switch Switch2,  please log in with the following credentials: 

  login: admin 

  Password: admin 

Enter the Management Framework CLI shell. 

sonic-cli 
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Enable Standard interface naming mode and hostname. 

configure terminal 
interface-naming standard 
hostname Switch2 
end 
write memory 

Wait for Interface naming mode has changed message, then exit the Management Framework 
session and re-enter. 

Enable all switch interfaces 

Remain logged in and at the switch prompt enter the following commands. 

configure terminal 
interface range ethernet 1/1-1/56 
no shut 

Configure Host2 interface 

Switch2 Eth 1/1 is connected to Host2. Enter the following commands to create VLAN 40  with  IP 
address 192.168.40.252/24.   Then assign Eth 1/1 as an untagged VLAN member. 

configure terminal 
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interface vlan 40 
ip address 192.168.40.252/24 
exit 

interface Eth 1/1 
description Host2 
switchport access vlan 40 
exit 

Configure port channel 

Now create static PortChannel 100 to Switch1  as a tagged member of Vlan 40 and add  Eth 1/5 and 
Eth 1/6 as members.  Save configuration. 

interface PortChannel 100 mode on 
description Static_LAG_to_Switch1 
switchport trunk allowed Vlan add 40 
exit 

interface Eth 1/5 
description PortChannel100_Mem 
channel-group 100 
exit 

interface Eth 1/6 
description PortChannel100_Mem 
channel-group 100 
exit 

end 
write memory 
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Verify port channel 

The port channel should now be up between Switch1 and Switch2.  From Switch2, run  the following 
commands: 

show portchannel summary 
show interface portchannel 
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View configurations 

To view the interface configurations, enter the following  commands: 

show running-configuration interface PortChannel 
show running-configuration interface Eth 1/1 
show show running-configuration interface Vlan 
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The configuration can also be shown in any configuration level using the show 
configuration command. 

Ping network 

On switch Host1-40,  please log in with the following credentials: 

  login: admin 

  Password: admin 

From Host1-40, ping  Switch1 (192.168.40.253),  Switch2 (192.168.40.252), and Host2-40 
(192.168.40.102).  All should be successful. 
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ping 192.168.40.253 -c 3 
ping 192.168.40.252 -c 3 
ping 192.168.40.102 -c 3 

Monitoring the network 

While pinging Host2-40 from Host1-40, monitor packets on Switch2 Eth 1/1 using tcpdump.  To run 
tcpdump on Switch2, first find the Alternate Name for Eth 1/1 with the show interface 
status command, then exit  run the following commands on Switch2. 

show interface status 
exit 
sudo tcpdump -i Ethernet0 -v 

Note:  Linux will refer to the interfaces as  the Alternate Name  (EthernetXX).  
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Wireshark may be used to monitor traffic between devices. This is done by hovering over a link and 
right-click. Then click Start Capture and press OK. 
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To stop Wireshark, hover over the connection and click Stop Capture and close the Wireshark 
window. 

Type control 'C' to stop tcpdump and Host1-40 pings. 

This concludes Lesson 3. 
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Conclusion 

Congratulations!  You have completed the Dell Enterprise SONiC Introduction Hands on Lab. 

This lab introduced you to the Native SONiC CLI and the Dell Enterprise SONiC Management 
Framework CLI and provided you with steps to: 

• Show system information 
• Change the default switch hostname 
• Configure a VLAN 
• Add tagged and untagged members to a VLAN 
• Assign IP address to the interfaces 
• Create port channels 
• Add members to the port channel 
• Run validation commands 

If you wish to learn more about Enterprise SONiC you can explore the following Hands On Labs 

• HOL-0709-02  Enterprise SONiC  - Building a Layer-3 Fabric with BGP 
• HOL-0709-03  Enterprise SONiC  - Building a L2 VXLAN BGP EVPN fabric 
• HOL-0709-04  Enterprise SONiC  - Building a L3 VXLAN BGP EVP fabric 
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